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Judy Sparrow — Office of the National Coordinator — Executive Director

Thank you operator. Good morning, everybody, and welcome to the Privacy and Security Standards
Workgroup. This is a federal advisory call, so there will be opportunity at the end of the call for the public
to make comments. Just a reminder for workgroup members to please identify yourselves when speaking
and let me do a quick roll call. Dixie Baker.

Dixie Baker — Science Applications Intl. Corp. = CTO, Health & Life Sciences
I'm here.

Judy Sparrow — Office of the National Coordinator — Executive Director
Walter Suarez.

Walter Suarez — Institute HIPAA/HIT Education & Research — Pres. & CEO
I'm here.

Judy Sparrow — Office of the National Coordinator — Executive Director
Anne Castro. Steve Findlay. Rob Wilmont is on for David McCallie.

Rob Wilmont — Cerner Corporation
Here.

Judy Sparrow — Office of the National Coordinator — Executive Director
Wes Rischel. Sharon Terry couldn’t make it. .Jeff Jonas. Chris .... Lisa Gallagher.

Lisa Gallagher — HIMSS — Senior Direct of Privacy & Security
Here.

Judy Sparrow — Office of the National Coordinator — Executive Director
Adam Greene. Mike Davis. John Moehrke.

John Moehrke — Interoperability & Security, GE — Principal Engineer
Present.

Judy Sparrow — Office of the National Coordinator — Executive Director
Ted Larson. Kevin Stein. John Blair

John Blair — Tacanic IPA — President & CEO
Here.

Judy Sparrow — Office of the National Coordinator — Executive Director
And then we have some presenters on, Shanks Kande.

Shanks Kande — Social Security Administration — IT Specialist
I'm here.




Judy Sparrow — Office of the National Coordinator — Executive Director
Nitin Jain.

Nitin Jain — Decision Analytics — EXL
I’'m here.

Judy Sparrow — Office of the National Coordinator — Executive Director
And Don Bechtel.

Okay, I'll turn it over to Dixie Baker.

Dixie Baker — Science Applications Intl. Corp. — CTO, Health & Life Sciences

Alright, thank you very much, Judy. Thank you all for dialing in to our meeting today. This is the meeting
where we continue our discussion of standards considerations for enterprise level provider directories.
Can you advance the slide, please? Next slide, please. These are the old slides. Sorry, everybody, | got
them this morning, seven minutes before the meeting and | just updated the slide. It's not a big deal. We
do have three speakers today and I'd like to thank you all for participating in our meeting.

At our Health Information Technology Standards Committee meeting, last week, we presented the
results, our recommendations for standards for digital certificates. Although the task was to present
recommendations for standards for digital certificates, along with those recommendations we presented
recommendations in two other areas. Our recommendations for requirements and evaluation criteria for
digital certificates were accepted as written. For those of you who may not be familiar with the new
process that we're using, the HIT Standards Committee recommends requirements that a standard must
meet and then the standards development work is done by the Standards & Interoperability Framework
team at the ONC. Then, the standards are developed or identified there comes back to the Standards
Committee and we do an evaluation of it against the certification criteria. So those were all accepted as
written.

In addition, in the course of our conversations about digital certificates, we came upon two issues that we
thought really required further consideration by the ONC and the HIT Policy Committee. Both of them
have to do with the certificate authorities that issue digital certificates for use in exchanges using the
Direct Project Standard. The Direct Project Standard, as you may know, is a secure email based
standards for enabling providers to do a direct push from one to another. And the concerns were really
putting into place some policy around who those certificate authorities could be, what are the minimal
standards that they need to meet in order to issue a certificate for those types of exchanges.

So the first recommendation was a recommendation made to the Office of the National Coordinator
directly. That has to do with the fact that there are many exchanges, treatment payment out there
related, or health care operations related exchanges that occur between providers in the private sector
and government entities. And most specifically, exchanges of health records between a private provider
and the Veterans Health Administration; an exchange of health information between a private provider
and a military treatment facility and the Department of Defense; and exchanges between private
providers and the Centers for Medicare and Medicaid Services, as well as the Social Security
Administration.

So, understanding that these exchanges necessarily will take place, we wanted to determine how feasible
it would be to have the certificate authorities for the Direct Project cross certified and change mutually
trusted by the federal certificate authority itself. So that’s done through a bridging, cross certification,
each digitally signing the other’s certificate type process. So our recommendation to ONC was that they
investigate what it would take for a certificate authority that was providing certificates to the private sector
to become bridge or cross-certified with the federal bridge certificate authority.

The only discussion that came up was the wording of what we task or ask the ONC to investigate had not
included the word “benefits” and we added that to it. Of course we intended to include that all along, but
we explicitly added it in the slides that | sent to the chairs of the Standards Committee.



Then the third recommendation we made is for the HIT Policy Committee to policy around what is the
minimum level of validation of trustworthiness for a certificate authority that issues certificates for use in
direct exchanges. That'’s really a policy issue and not a standards issue, so we sent that question over to
the Policy Committee. | also added the background slides that were presented as kind of an introductory
level setting before we asked them this ultimate question. The introductory slides just laid out what the
issues were.

So these, all three, were approved by the Standards Committee and are now moving forward.
Next slide.

Moving forward to the next standard that we need to recommend requirements for is the Entity Level
Provider Directory, the ELPD. In other words, the name of a healthcare organization rather than the
individual clinicians within that organization. Our focus is on these four areas: the standards for the
structure’s content; the submission to a national registry system; query response between electronic
health records and ELPD’s; and the certification criteria for EHR’s to certify that they’re capable of
guerying an enterprise level Provider Directory. The National Registry system is a concept that has been
proposed and approved by the HIT Policy Committee, and that’s kind of the next mix ... Our current
focus is really on the EHR, the requirements for an EHR to be able to query an enterprise level Provider
Directory. The reason why that’s our initial focus is that we’re hoping that we can get a standard and a
certification criterion, at least one, into the Meaningful Use Stage Il requirements for certification.

As we pursued the standards for ELPD, we found ourselves often getting into conversations that really
were focused more, either focused more on individual level Provider Directory, or where some kind of
meshing between entity and individual provider level, as often happens in our industry. And so we asked
the Standards Committee whether we could just address ELPD’s and ILPD’s concurrently and then
present our recommendations for both at the same time. That was approved at the Standards Committee
meeting as well.

Next slide.

Walter, do you want to introduce our speakers?

Don Bechtel — Siemens Medical — IT Architect, Standards & Regulatory Mgr.
Just for a moment, this is Don Bechtel. Just wanted to let you know | joined the call.

Dixie Baker — Science Applications Intl. Corp. = CTO, Health & Life Sciences
Thank you.

Walter Suarez — Institute HIPAA/HIT Education & Research — Pres. & CEO

Thank you, Dixie. So today we have invited a few presenters to cover some of the items that we thought
would be important in order to move forward with these recommendations on Provider Directories. We
had hoped to have a larger group of presentations, but time and conflicts, we were only able to really
include three of our presenters today. So we’re going to start with, if you move forward one slide, we
asked each of the presenters to try to cover a few important points in light of our priority coming out of the
Health IT Policy Committee and Health IT Standards Committee last week, so we asked, first of all, if they
could cover a quick overview of some of the work that they’ve been doing with respect to provider
directories, in particular their standards that are being used in those Provider Directory efforts, or if the
standards are being developed.




Then we asked them to cover this series of questions related to the capabilities and standards for EHR.
So, what would be those capabilities and standards that the project or the system or the efforts that are
being done used to enable an EHR to query a Provider Directory? So this is pointing exactly to the
priority that ONC asked us to focus on. What information do EHR’s need to retrieve from providers in
order to enable the provider organization to exchange health information with other provider entities?
What are the technical standards, both message and content, that exist today? What would be
recommended for enabling those types of EHR to provide a directory query? What gaps exist today in
those standards?

Next slide.

Then the last few questions: What certification criteria would be suggested for EHR’s to be able to query
a Provider Directory that would be expected for EHR'’s to meet as criteria for certification? What
standards are needed to define the structure and content of provider directories? This one is sort of a
second tier priority of the four major areas that we’re intending to focus with respect to provider
directories. And are there any such standards for the structure and content available today? And then
what centers are needed to support the submission, publishing basically, of directory content to a national
entity level Provider Directory and whether there are any standards available today for such a publishing
function? And any other points important to consider with respect to standards for Provider Directory. So
those were the questions we asked them to try to address or we through their remarks, on presentations.

The three presenters that we have today, we’re very fortunate to have. First of all, a presentation from
the Social Security Administration, along with integrating the healthcare enterprise IHE on the experience
that Social Security Administration has had with provider directories and the work that is being done by
IHE in developing the IHE Provider Directory profile. Then we will hear a presentation or some remarks
from X12 and HL7 joint effort around Provider Directory through the work of the SEO Charter
Organization called the SEO Charter Organization, which I'm sure Don Bechtel will talk a little bit about
what they are.

...I'm going to turn it to our first presenters from Social Security and IHE. So, Shanks, would you mind
taking over?

Shanks Kande — Social Security Administration —IT Specialist

Thank you. Before | start, as you can see the agenda, the Social Security presentation is two-fold. One
is looking at the Social Security experience with the Provider Directory and Nitin Jain is going to give us
an overview of his ...profile.

Just a logistical issue before | start. Nitin, he thought it was like we were to attend around noon today, so
he’s traveling, he’s driving. So Nitin, where are you?

Nitin Jain — Decision Analytics — EXL
I’'m online. I’'m just walking in, so you can get started with your overview.

Shanks Kande — Social Security Administration — IT Specialist
Yes, | wanted to check with you. I've got it.

So as | said, this is the two-fold. Nitin and | will be briefing the workgroup on the Social Security
Administration experience, give you an overview of Healthcare Provider Directory IHE profile.



During the briefing, we plan to ...(moving mic) and SSA ...and some lessons learned from developing a
Provider Directory and why we chose IHE, why did we take that path. Then later, Nitin will give us an
overview of the IHE Healthcare Provider Directory profile and his presentation will cover the information
that is being managed inside the directory and entity level provider information that you could store. And
then some of the standards developed by the profile and why we chose those standards.

Walter Suarez — Institute HIPAA/HIT Education & Research — Pres. & CEO
Just one quick comment for the people that are ..of the system, should we be going through some of the
slides now or ask if the person that controls the screen can upload the SSA presentation?

Shanks Kande — Social Security Administration — IT Specialist
Unfortunately, we cannot have the facility to control those from the firewall here, so if somebody from your
team can load the presentation that | sent, then | can prompt you when to change the slides.

Walter Suarez — Institute HIPAA/HIT Education & Research — Pres. & CEO
It is being done as we speak.

Shanks Kande — Social Security Administration —IT Specialist

Okay, let’s go to the second slide, which says Social Security Administration Use of Provider Directory.
What we want to talk on this, the Use of Provider Directory, is we want to say that the Social Security
Administration is a consumer of the Provider Directory. We use the Provider Directory to support our
disability determination process. So we do not use EHR at our facility; we are not a care provider, but we
have a software application that we developed in the recent time which is called MEGA HIT. The MEGA
HIT stands for Medical Evidenced Gathering and Analysis Through Health IT. So the acronym MEGA
HIT is we gather the medical evidence and do the analysis on the data that we cover through health IT
process. So this MEGA HIT application is the one that queries ...

So the resulting provider information from Provider Directory is then used to retrieve their electronic
medical records through the Nationwide Health Information Network in support of the disability
determination process. The use of this Provider Directory is to operate over the Nationwide Health
Information Network.

Currently, SSA uses an internally developed Provider Directory ... We have a homegrown provider
directory that may contain duplicates, aliases, misspellings, incomplete and out of date provider
information due to manual entry process. This is data created through a manual entry process. So this
often are reserves in a large number of provider entries that require intervention to resolve ambiguity. So
that’s the state of the situation we have.

| listed some of the provider information that is useful to the Social Security Administration. Identifying the
correct provider, it’s a relationship to the Health Information Exchange and the medical records location,
fax number, email address or an electronic health record endpoint is very important to us in enabling a
direct communication to the provider. Through this provider lookup we intend to reduce the network
traffic and improve the quality and timeliness of disability determination process at SSA.

Next slide, please.
The next slide talks about some of our agencies have first to build a Provider Directory. We developed a

Provider Directory in 2010, the profile, and we ...proof of concept ...of that. So as the first federal agency
to participate in the exchange of medical information through a nationwide health information network, we



took up an effort in the year 2009 to define business and technical specifications related to Provider
Directory.

So the work expanded in scope when the agency shared its work on Provider Directory with IHE entity.
And then we took a lead role in authoring a standards-based interoperable profile called Health Care
Provider Directory. During a year long process of the profile development, we collaborated with several
entities such as system vendors, provider organizations, subject matter experts and IHE team members
to harmonize directory requirements and develop interoperability standards.

Further, to validate the usefulness and implementation aspect of this profile, the agency executed a proof
of concept project. This work hasn’t gone into production yet, but we have achieved some significant
technical milestones as far as validating the usefulness of this profile is concerned. Earlier this year, in
January at IHE Connectathon, we came across multiple implementations of this profile from leading
vendors such as Epic, Siemens, Tiani-Cisco and Medicity. These systems successfully tested beta
scenarios among each of us providing interoperability of this profile.

We then demonstrated the HPD profile in interoperability showcase at HIMSS in February of this year.
There were two use cases that we demonstrated. Obviously, the Authorized Release of Information to a
Trusted Entity — how the Provider Directory is used to take a medical SOS, medical facility that is listed on
SSA disability application and how we use Provider Directory to look up and get a relationship of the
medical facility with health information exchange, such as ...and how we get the ...electronic endpoint
and then through a nation where it has information network send a request and receive the medical
information.

We also demonstrated another use case called Urology Referral with a Lab Specimen Report. This is not
a use case, but we wanted to demonstrate that the Provider Directory, the profile that we authored is
beyond SSA’s use; it can be used for other purposes. So this Urology Referral, this use case features a
patient record from his primary care physician to a urologist to investigate an above average PSA test.
The scenario demonstrates the use of Provider Directory to look up a specialist and create a patient
referral.

Dixie Baker — Science Applications Intl. Corp. — CTO, Health & Life Sciences
| have a question. Your Provider Directory profile is for individual level provider directories, | sense, right?

Shanks Kande — Social Security Administration —IT Specialist
The Provider Directory profile, later on Nitin will talk about like it coerces both entity level as well as
individual, both.

Dixie Baker — Science Applications Intl. Corp. — CTO, Health & Life Sciences
Okay, the one that you’re talking about that you've implemented for SSA, is it entity level or is it individual
level?

Shanks Kande — Social Security Administration —IT Specialist

Right now the proof of concept, which is not in production yet, so we have not implemented that, we have
completed the proof of concept, but when we do go into production it will cover both entity as well as
individual.

Dixie Baker — Science Applications Intl. Corp. = CTO, Health & Life Sciences
Thank you.

Nitin Jain — Decision Analytics — EXL




And just wanted to add on, on the demonstrations, any kind of test data that we use for the proof of
concept covered both individual and organization providers.

Shanks Kande — Social Security Administration —IT Specialist

The next slide, we put together some lessons learned from the profile development. The first lesson is
the standards did not pose any significant technical and implementation issues. The implementation
forces was validated, the process validated ...choosing LDAP standards. There are many commercial
and Open Source products and tools available to develop a DSML version 2 LDAPO-based directory...
So these tools simplified implementation.

Then we highlighted some of the operational challenges and content related to the provider information
maintenance. Like the data management issues related to handling of provider information such as how
to validate the provider feed for information; how to maintain currency of data; who can have the rights to
add, update, delete, etc., are complex. In the current version, the profile proposes that such issues shall
be managed by back office procedures that are currently beyond the scope of this profile. So this profile
was just in the interoperability aspect of it, not introducing some of the challenges that this talked about.

The next one is like ambiguous results during the provider identification. When a directory maintains data
from multiple sources that can cause some overlapping of information and duplicate reserves, how do
you manage the ambiguity? There needs to be a process that can help resolve these ambiguities
associated with searches. So we did address that.

And some of the policies like develop policies to allow for rapid development of federated provider
directories that can communicate provider information at the state or the national level. The policies such
as whether the data in directories is deemed public information, who are the authoritative sources, how
frequence these directories need to be updated, what are the legal implications if the data is not correct
that may result in fraud and abuse. Those items were not addressed as part of this profile development.

We also recommend the need to develop some governance policies, the policies that ...provider
information source and the provider information directory. So when the directory receives information
from the source, then how do you handle the request such as add updates, delete transactions. So we
felt a need that those governance should be established.

Next slide, please.

John Blair — Tacanic IPA — President & CEO
One question. What were your sources for the data?

Shanks Kande — Social Security Administration —IT Specialist
For the projects that we have ...SSA, we were using the data from the Health Information Exchange.

John Blair — Tacanic IPA — President & CEO
And what was their source?

Shanks Kande — Social Security Administration —IT Specialist
| believe their source was they were looking into their system and extracting the members that are part of
that Health Information Exchange. | believe | have-- Can you add anything where will be their source...?

M



Yes, | think that’s pretty much they have the membership information with them and they maintain the
data. | wouldn’t call it a more structured manner, but something that we receive in more like ...basis that
we use to cast into a more structured ...feed.

John Blair — Tacanic IPA — President & CEO
Were those primarily hospitals, where they integrated delivery networks?

M

Yes, it had a combination of all kinds; hospitals through their IBN’s to individual providers. It also has
some membership columns, what providers are practicing and in which kind of hospital. And it has more
inpatient, outpatient. We have information on the labs, also. So there was a variety of providers.

John Blair = Tacanic IPA — President & CEO
Thank you.

Shanks Kande — Social Security Administration — IT Specialist

So the next slide is why IHE? Why did we chose IHE? As we all know, IHE is an initiative that is started
by healthcare professionals and the industry to improve the way the computer systems in healthcare
share information. Their focus is mainly on healthcare industry. And then the IHE Profile is the one that
solves interoperability issues. The profile describes the solution to a specific integration problems and
documents the system roles, standards and transactions for the implementers and the technology
vendors to develop solutions and products that address this problem. So we approached IHE and we
took the guidance of IHE and developed this profile.

The profile of IHE could have multiple stages: the development stages; trial implementation stage, that we
are in; and once the trial implementation is successfully completed, then the profile will go into the final
stage for the industry to adopt it as a standard and frequently they review those profiles and if it'’s not
necessary, then they retire or deprecate it. So we are in the trial implementation of this profile.

The next slide, | will hand over to Nitin Jain to walk us through it to give us an overview of the HPD Profile
and talk about some of this technology and standards used for development of this profile. Nitin.

Nitin Jain — Decision Analytics — EXL
Thank you, Shanks. So we are on slide, | don’t have the number in front of me, but it’s titled: IHE HPD
Profile Overview.

So as the name suggests, a Healthcare Provider Directory, | want to clarify one thing, it's not a specific
directory. It is standard specification that supports the management of provider information through its
standardizing interface. By management, we mean both the permission and the access capability, to be
able to feed and create information through the standardizing interface. And as you see on the diagram,
this profile has a bunch of Actors. We qualify in IT terms these are Provider Information Source, Provider
Information Consumer and the Provider Information Directory. So each Actor has its own role and if we
look at the source, the source primary is responsible for submitting healthcare provider data to the
provider information directory.

The source could, in the business sense the sources could be our state licensing board or it could be an
IHE or could it be a provider organization; whoever provides and act as a qualitative source. It could also
be a commercial vendor or an entity. So any business entity that's deemed as a source would need to
implement this IHE Actor called Provider Information Source.

In turn, the Provider Information Consumer, as the name suggests, is the consumer of the information
from the Provider Information Directory. The consumer could be an EHR or it could be a software



application or it could be maybe any of those systems that needs to query and get the information from
the directory. So basically it's responsible for accessing provider data from the directory.

So there’s another third Actor called Provider Information Directory. As you see on the right side of the
diagram, this directory maintains information through three different entities: organization, individual
provider, and the relationship between organization and digital is maintained by a relationship group
called Member Of. And I'll cover more details into these entities in the next slide, but basically
Information Directory is responsible for managing the information on the provider.

There are two transactions that are covered in this profile. One is called Provider Information Feed,
which is in IHE terms it's called IT159 transaction, which source initiate to that Provider Information
Directory. Basically source initiates this transaction and assists for submitting the provider information
...directory. And this information feed has a structured message ... ltis a standard-based
communication between the source and directory, so the request goes in a standard way and the
response is just an acknowledgment saying that the feed has been received.

The acknowledgement does not cover any status, whether the feed was successfully ...into the directory
or whether there have been any errors while submitting. The reason is, we consider that the feed goes
through a lot of backend processing, a lot of validation via management stuff, and it might take some time
before you can ensure that the data has become live in the directory. So for the purpose of the
transaction, we said that the response to the feed would only be an acknowledgement that the feed has
been received by the directory.

The second transaction, IT158 is Provider Information Query and this supports the ability to create
Provider Information Directory for information about providers. Again, this query is very sensible. It
allows the consumer to create on a bunch of parameters that can range from name, address, or it can be
specialty and credentials; any information that is being maintained by a directory could be queried upon.
And in return, you can ask for a set of result attributes or you can get the whole set of feed provider
information from the directory. So there are a lot of configurations that you can play with in the query. So
that’s the advantage we got using LDAP standard, and I'll cover more of the advantages of standard in
the next slide.

So the security and privacy that you see it on the ...will cover some considerations around that also in
one of the slides, but now | think that’s pretty much the overview of the profile.

Next slide, please.

The next slide talks about the kind of entities and attributes that this HPD Profile maintains. So from the
core point of core entities of the directory, there are two categories of provider that this profile maintains.
One is an individual provider. We define individual provider as a person who provides healthcare
services, such as physician or pharmacist of lab technician; anyone who is performing services on the
patient. Organization providers are those entities that support healthcare services, such as hospitals, it
could be a counseling organization, it could be an HIE, Health Information Exchanges or it could be a
managed care facility or integrated delivery network. Not to just limit these qualifications, but there could
be other kinds of entities that provide care to the patients.

For each entity, we mentioned a bunch of attributes on the providers that could reach from the
demographics information, all their addresses, or it could be the credential and specialty as well as their
electronic endpoints. As you see on the right hand side there are a list of attributes that this directory
maintains.

Then we also maintain the relationship between the organization and the individual.
This is a very important aspect of this profile. As we were researching through standards, one of the

major gaps we found in the existing LDAP standard or other HL7 kind of standard was that most of these
standards have capability to maintain information, but in order to establish relationships between



organizations or between organization and individual, there was no clear direction. That's something we
included in our profile. So far it's been pretty valuable to the community.

Dixie Baker — Science Applications Intl. Corp. — CTO, Health & Life Sciences
| have a question. Are all of those attributes associated with every entity, whether the entity be
organization or individual?

Nitin Jain — Decision Analytics — EXL

Yes, more or less. | think there is one difference, like date of birth would not be, not all attributes are
listed in this chart, but there are some discreet elements, like date of birth or gender or something like that
which would not be ...organization, but would be to an individual. But most of them will have a lot of
overlap.

Dixie Baker — Science Applications Intl. Corp. = CTO, Health & Life Sciences
Thank you.

Walter Suarez — Institute HIPAA/HIT Education & Research — Pres. & CEO

| have another question and it goes back probably to the previous slide, but it applies to this one as well.
It is clear that the approach that IHE uses is there is not a separate directory structure for entity level
versus individual level. So you’re combining in a single field directory structure both individuals and the
organizations and then electing them through a number of attributes. Is that correct?

Nitin Jain — Decision Analytics — EXL

Yes, that is correct. And the reason is, when you start looking at the use cases, we came across several
scenarios where there was a requirement to be able to search on individual and find the relationship to
the organization or even query the organization and find who are the individuals that are practicing within
those organizations. So it became more like a Yellow Pages lookup kind of service, so it seemed
beneficial for us to sort of maintain them in a single directory and have some way of relating them to each
other.

Walter Suarez — Institute HIPAA/HIT Education & Research —Pres. & CEO
But you are combining the Yellow Pages concept, which is organizational level with the White Pages
concept which is individual level, right? One single structure.

Nitin Jain — Decision Analytics — EXL
That is correct. Yes.

Walter Suarez — Institute HIPAA/HIT Education & Research — Pres. & CEO
Thank you.

Nitin Jain — Decision Analytics — EXL

The next slide is just another low level view of how these entities are related to each other and what kind
of hierarchy can be maintained at the organizational level. You see the commonality here depicts that
you can have one too many of these different attributes, for example, name of organization can have one
or more than one name versus identifier where it's an optional attribute, that is what is denoted by 02 and
...and an organization can have ...can have more than one identifier.

We don’t qualify identifiers, the ...against and through the structure. If you can define what kind of
identifier it is, it could be a